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SYSTEM AND METHOD FOR DETERMINING
MODIFIED WEB PAGES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims benefit of priority under 35 U.S.C.
119(a)-(d) to a Russian Application No. 2015125971 filed on
Jun. 30, 2015, which is incorporated by reference herein

FIELD OF TECHNOLOGY

The present disclosure relates generally to the field of
computer security, and, more particularly, to a system and
method for determining modified web pages.

BACKGROUND

Currently, the number of personal computing devices is on
the rise. Computers and mobile devices work under the con-
trol of various operating systems and solve diverse problems.
Many users use these devices for Internet browsing.

In addition, new malicious software (malware) is being
constantly developed, including computer viruses, Trojan
horses, and Internet worms. A significant portion of this mal-
ware is aimed at attacking users working on the Internet. One
of'the popular type of attacks on Internet users is an attack in
which malicious software replaces the contents of a web page
being displayed to the user. The malicious software performs
an insertion of HTML code into the web page. Often this
attack is known as the “man in the browser” or a “web code
injection”. The attack may start with the use of a Trojan
application, for example, which installs in the victim’s web
browser a malicious extension or plugin which is launched
when the browser is restarted. Then comes an interception of
the user’s traffic which is destined for a particular web site
(most often a banking site). Next, the web page being dis-
played to the user is modified at the stage of downloading or
opening), making it possible to modify the external appear-
ance of a particular element of the web page, steal the victim’s
authentication data as it is being entered, or redirect the funds
being transferred by the user to a different account.

Current technical solutions aimed at increasing the safety
of the working of a user on the Internet take into account
attacks injecting malicious code into a web page. However,
they do not provide effective solutions for determining
whether a web page has been modified by malicious software.

SUMMARY

Disclosed are system and method for determining modified
web pages. According to an exemplary aspect, a method
includes extracting a plurality of malware trigger code frag-
ments from at least one configuration file of the malicious
software; creating a verification web page by adding the
plurality of malware trigger code fragments into a template
page; storing, in a database, data relating to an initial state of
the verification web page; opening the verification web page
and identifying data relating to an opened state of the verifi-
cation web page; comparing the data relating to the initial
state and the data relating to the opened state of the verifica-
tion web page; and based on detected differences between the
data relating to the initial state and the data relating to the
opened state of the verification web page, identifying at least
one modified code fragment of the verification web page.
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According to one aspect, the method includes opening of
the verification web page by opening the verification web
page by a web browser.

According to one aspect, the creating of the verification
web page comprises creating the verification web page
according to at least one or more of a limit on a maximum
number of pages, a limit on a maximum size of all pages
together, a limit on a maximum size of one page, and a limit
on a length of a URL comprising not more than 1500 char-
acters.

According to one aspect, the method includes storing the at
least one configuration file of the malicious software in data-
base of malicious software configuration files.

According to one aspect, the method includes selecting, by
the hardware processor, the at least one configuration file for
the creating of the verification web page according to a plu-
rality of criteria.

According to one aspect, the plurality of criteria include a
time interval and a frequency of injection code in the at least
one configuration file.

According to one aspect, the method includes selecting the
plurality of code fragments for the creating of the verification
web page by selecting N fragments from the at least one
configuration file of the malicious software with most popular
injection codes, wherein the number N is determined accord-
ing to limits on the size of the verification web page.

According to one aspect, the method includes executing,
by a virtual machine, code in the at least one modified code
fragment to analyze behavior of the malicious software.

According to one aspect, the method includes analyzing,
by the hardware processor, a URL code in the at least one
modified code fragment of the verification web page; and
identifying, by the hardware processor, at least one link to a
phishing resource.

According to another exemplary aspect, a system is dis-
closed for determining a web page modified by malicious
software. According to this aspect, the system includes at
least one database configured to store at least one configura-
tion file of the malicious software; and a hardware processor
configured to extract a plurality of malware trigger code frag-
ments from at least one configuration file of the malicious
software, create a verification web page by adding the plural-
ity of malware trigger code fragments into a template page,
store, in the at least one database, data relating to an initial
state of the verification web page, open the verification web
page and identify data relating to an opened state of the
verification web page, compare the data relating to the initial
state and the data relating to the opened state of the verifica-
tion web page, and based on detected differences between the
data relating to the initial state and the data relating to the
opened state of the verification web page, identify at least one
modified code fragment of the verification web page.

According to another exemplary aspect, a non-transitory
computer readable medium storing computer executable
instructions for determining a web page modified by mali-
cious software is disclosed. According to this aspect, instruc-
tions are included for extracting a plurality of malware trigger
code fragments from at least one configuration file of the
malicious software; creating a verification web page by add-
ing the plurality of malware trigger code fragments into a
template page; storing, in a database, data relating to an initial
state of the verification web page; opening the verification
web page and identifying data relating to an opened state of
the verification web page; comparing the data relating to the
initial state and the data relating to the opened state of the
verification web page; and based on detected differences
between the data relating to the initial state and the data
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relating to the opened state of the verification web page,
identifying at least one modified code fragment of the verifi-
cation web page.

The above simplified summary of example aspects serves
to provide a basic understanding of the present disclosure.
This summary is not an extensive overview of all contem-
plated aspects, and is intended to neither identify key or
critical elements of all aspects nor delineate the scope of any
or all aspects of the present disclosure. Its sole purpose is to
present one or more aspects in a simplified form as a prelude
to the more detailed description of the disclosure that follows.
To the accomplishment of the foregoing, the one or more
aspects of the present disclosure include the features
described and exemplarily pointed out in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated into
and constitute a part of this specification, illustrate one or
more example aspects of the present disclosure and, together
with the detailed description, serve to explain their principles
and implementations.

FIG.11illustrates an example of a user working in a network
using a web browser.

FIG. 2 illustrates a block diagram of a system for deter-
mining modified web pages according to an exemplary
aspect.

FIG. 3 illustrates a flowchart for a method for determining
modified web pages according to an exemplary aspect.

FIG. 4 illustrates an example of a general-purpose com-
puter system on which the disclosed system and method can
be implemented according to an example aspect.

DETAILED DESCRIPTION

Example aspects are described herein in the context of a
system, method, and computer program product for deter-
mining modified web pages. Those of ordinary skill in the art
will realize that the following description is illustrative only
and is not intended to be in any way limiting. Other aspects
will readily suggest themselves to those skilled in the art
having the benefit of this disclosure. Reference will now be
made in detail to implementations of the example aspects as
illustrated in the accompanying drawings. The same refer-
ence indicators will be used to the extent possible throughout
the drawings and the following description to refer to the
same or like items.

The following disclosure introduces a number of defini-
tions and concepts that will be used in describing various
aspects of the disclosed systems and methods.

“Configuration files” of malicious software are binary files
(e.g., text, XML, JSON and the like) that store the settings of
the malicious software, especially the addresses of the com-
mand servers, the URL addresses of the targets of attacks (or
their fragments and masks), and the actual web page injection
code.

“Web page injection code” is the code that is injected by the
malicious software into the web page being displayed to the
user. The code usually carries a functionality that can inflict
harm on the confidentiality of the user’s data (for example,
phishing attacks, as a result of which the user may lose control
over his account records) or financial harm to the user (for
example, replacing the recipient when conducting online pay-
ments).

FIG.11illustrates an example of a user working in a network
using a web browser. As shown, the user 110, working on a
computing device 120 (such as a personal computer, mobile
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telephone, notebook), can make use of servers 130. The serv-
ers 130 can be web servers, containing various web pages,
email servers, and database servers. In general, the user 110
accesses a server 130 by a browser 140, such an Internet
Explorer® or the like.

As described above, malicious software 150 can be present
on the computing device 120 of the user 110. The malicious
software 150 can inject malicious code into a web page
received from the server 130 and opened in the browser 140.

Inorderto detect the presence of malicious software 150 on
the computing device 120 of the user 110, one can use a web
page containing HTML fragments linking to sites and net-
work resources that may in turn be the target of attack of the
malicious program 150. In general, after opening the web
page on the computing device 120 of the user 110, the mali-
cious software 150 changes the web page, adding its injection
code to it. The state of the web page after opening may be
saved, and then the modified code fragments may be identi-
fied in it. If such code fragments are found, this may indicate
the presence of malicious software 150 on the computing
device 120 of the user 110. After more detailed analysis of the
web page modifications, a decision is made as to the presence
of malicious software 150.

FIG. 2 illustrates a block diagram of a system for deter-
mining a modified web page according to an exemplary
aspect. In an exemplary aspect, a verification web page cre-
ation module 210 creates a verification web page from a
template page (e.g., a page that contains standard html head-
ers and various standard html code and text elements). In the
general case, the verification web page is created by module
210 by adding to the template page fragments of html code,
such as the exemplary code “<head><body input
type="“password”>"" and the like, which are known to trigger
activation of known web code injection malware.

In one exemplary aspect, the fragments of html code may
be extracted by the verification web page creation module 210
from the configuration files of known malicious program 150
and added to the verification web page as will be explained in
greater detail below. Subsequently, during opening of the
verification web page on the user’s computer, the malicious
program 150 present on the user’s computer may modifying
verification web page by injecting its own code into the veri-
fication web page.

In order to trigger a malicious program to modify the
verification web page, it is necessary for this malicious pro-
gram to discover the necessary fragment in the URL address
and the necessary fragment in the verification web page itself.
Therefore, for each of the page fragments, an address frag-
ment can be added to the URL. In one exemplary aspect,
website addresses and their fragments may be retrieved from
the configuration files of known malware. Examples of
address fragments may include, but not limited to: a URL of
a bank website, which appears in the configuration files of
malware known to attack websites of banks; and a URL that
contains words that are used in attacks and are indicated in the
configuration files of malicious software (e.g., login, pass-
word or authorization data).

In one exemplary aspect, the verification web page can
consist of several web pages created by the verification web
page creation module 210. In one exemplary aspect, the veri-
fication web page may be created on the basis of certain
criteria, such as: a limit on the maximum number of web
pages (templates); a limit on the maximum size of all pages
taken together; a limit on the maximum size of one page; a
limit on the length of the URL comprising not more than 1500
characters; and other criteria.
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According to one aspect, the configuration files of the
malicious program may be stored in a database of malicious
software configuration files 215. The verification web page
creation module 210 can determine criteria for selecting the
malicious software configuration files. According to one
aspect, the criteria can be one or more of the following, for
example: a time interval (e.g., six months from the present
date); and the popularity of the injection code (how often the
given particular injection code is encountered in malware
configuration files).

In one exemplary aspect, the verification web page creation
module 210 selects N fragments from the malicious software
configuration files with the most popular injection codes, the
number N itself being determined by limits on the size of the
verification web page. For example, if the criterion “limit on
the maximum size of one page” equal to X (e.g., 1024 bytes)
is used to create the verification web page, then fragments are
selected from the malicious software configuration files with
the most popular injection codes and added to the verification
web page until its size exceeds the size X specified by the
criterion. Data on the popularity of injection codes can be
saved in the database of malicious software configuration
files 215.

In one exemplary aspect, the verification web page creation
module 210 when creating the verification web page may
identify the site which the user is working with. Thus, for
example, if the user has visited a site of a particular bank, the
verification web page creation module 210 may select from
the database of malicious software configuration files 215
known configuration files of malicious software that are
known to be used for attacks on the users of this bank. Then,
in one exemplary aspect, the verification web page is created
by the module 210 with the use of fragments from the just
selected configuration files of malicious software. In another
exemplary aspect, when creating the verification web page,
fragments from selected configuration files of malicious soft-
ware are used as well as fragments from configuration files of
malicious software with the most popular/frequent injection
codes.

In one exemplary aspect, for the composition of the veri-
fication web page, the module 210 may add only unique
fragments when creating the verification web page (that is, no
two identical fragments should be present on the web page
being created). However, it should be appreciated that the
presence of two identical fragments on the same verification
web page does not impede the working of this system accord-
ing to the exemplary aspect.

It should be noted that, depending on the changing of the
criteria, the verification web page may be modified by the
module 210 in arbitrary (random) manner, but its final appear-
ance may not important. It is only necessary for the verifica-
tion web page to contain malware trigger code fragments. The
order of these fragments and their formatting (e.g., spaces,
quotation marks, commentaries) are not critical according to
the exemplary aspect.

Furthermore, according to the exemplary aspect, the cre-
ated verification web page may be sent by the verification web
page creation module 210 to a verification web page process-
ing module 220 and a verification web page analysis module
230.

In one exemplary aspect, the verification web page pro-
cessing module 220 receives the verification web page from
the verification web page creation module 210 and opens it. In
one aspect, the web page may be opened using a web browser.
In yet another aspect, the verification web page processing
module 220 itself opens the verification web page.
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According to one aspect, the verification web page pro-
cessing module 220 does not display the page to the user. In
another aspect, the verification web page is sent asynchro-
nously, for example by means of AJAX (asynchronous Java-
script and XML). It is not critical to display the page to the
user, since the correct formatting of the verification web page
is not guaranteed.

In one exemplary aspect, the verification web page pro-
cessing module 220 intercepts the user’s accessing of a web-
site and sends the URL address of the access website to the
verification web page creation module 210.

It should be noted that the verification web page processing
module 220 may contain various mechanisms of alerting the
user and interacting with the user, for example, sending text or
audio messages to the user or blocking the user’s data entry.

Most often, malicious software injects its code during the
loading ofthe web page on the user’s computer, and also at the
moment of opening of the web page by the browser of the
user’s computer. Therefore, after opening the verification
web page, the verification web page processing module 220
may save the state of the verification web page after opening
and sends its code to the verification web page analysis mod-
ule 230. In one example aspect, the state data may include the
code of the verification web page, such as HIML and Java-
Script, which is a client-side browser uses to create the
appearance of the page. In another example aspect, the state
data may include the code of the verification web page as well
as various resources (e.g., images, video, audio, and other
content), which are presented on the page.

The verification web page analysis module 230 is config-
ured to compare the original (initial) web page received from
the verification web page creation module 210 and the page
received from the verification web page processing module
220, and identify the changes in the state of the verification
web page. Thus, for example, the verification web page might
have been changed at the moment of opening by the browser
itself (e.g., contextual advertising in Google Chrome®), by a
browser extension (advertising blocking modules), by a secu-
rity application (blocking of certain fragments according to
parental control rules) and by others.

After identifying web page modifications, the verification
web page analysis module 230 determines the changes
related to the fragments that were added in the verification
web page by the verification web page creation module 210.
In one exemplary aspect, the verification web page analysis
module 230 compares the code of the fragments in terms of a
hash (for example, SHA1). Thus, for example, the hash is
calculated and compared for each fragment of the verification
web page received from the verification web page creation
module 210, as is the hash for the fragments of the page
received from the verification web page processing module
220. If the verification web page analysis module 230 has
found such changes of fragments, the verification web page
may be considered suspicious and sent to a malicious soft-
ware identification module 240 for malware analysis.

In one exemplary aspect, the malicious software identifi-
cation module 240 is configured to determine if the verifica-
tion web page has been modified by malicious software. In
one exemplary aspect, the page may be checked against an
antivirus database 250, with the help of which it is possible to
detect malicious software injection code. In general, the anti-
virus database 250 may store data used by signature-based
and/or heuristic analysis of files that may be performed by the
malicious software identification module 240 in one exem-
plary aspect. A situation can occur when a webpage has been
modified, but it is unclear what caused this modification (per-
haps a new malware). It is hard to make a definitive conclu-
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sion, but it is possible to warn the user about a suspicious
webpage, and to send the state data of the page (e.g., its code
and resources) for the in-depth analysis for malware by mod-
ule 240 or remote antivirus server. If the malicious software
identification module 240 detects modifications of the verifi-
cation webpage, it can conclude that a malicious software is
present on the computer on which the verification web page
was opened by module 220. In another aspect, the verification
web page may be analyzed by a security expert 245.

In one exemplary aspect, the malicious software identifi-
cation module 240 can use a protected environment, an emu-
lator or a virtual machine 260 for analysis of the behavior of
the injected code. Thus, for example, in the case when an
additional code has been found in the modified fragment (e.g.,
in JavaScript language), this code can be run in the virtual
machine for analysis of its actions by the malicious software
identification module 240.

In one exemplary aspect, the malicious software identifi-
cation module 240 may analyze the URL address which was
added to the modified fragment and discover links to phishing
resources. In yet another aspect, if changes are discovered
that are executed by the malicious software, the malicious
software identification module 240 reports the discovered
changes on the page to the verification web page processing
module 220. The verification web page processing module
220 in turn informs the user as to the discovery or blocks the
keyboard entry, for example, for the purpose of protecting the
user’s data.

FIG. 3 illustrates a flowchart for a method for determining
a web page modified by malicious software according to an
exemplary aspect. As shown, in the initial step 310, the veri-
fication web page is created by the verification web page
creation module 210, which adds malware trigger HTML
code fragments into a template page. The code fragments are
added base on the criteria described above with respect to
FIG. 2, for example. When creating the verification web page,
the configuration files of malicious software that are stored in
the database 215 are used to identify, for example, popular
injection codes and their triggers.

Next, in step 315, the initial state of the verification web
page is saved and sent to the verification web page analysis
module 230. Then, in step 320, the verification web page is
opened by the verification web page processing module 220.
In one exemplary aspect, the verification web page is opened
with the use of a web browser. In another exemplary aspect,
the verification web page processing module 220 itself opens
the verification web page. Next, in step 330, with the help of
the verification web page processing module 220, the opened
state of the verification web page is saved and sent to the
verification web page analysis module 230.

Furthermore, in step 340, the saved state of the verification
web page is analyzed by the verification web page analysis
module 230 in order to identify the modified web page frag-
ments. During this process, the code of the initial state of the
verification web page is compared with the code of the state of
the verification web page after it is opened. If a modified code
fragment is found, in step 350 the malicious software identi-
fication module 240 determines whether the verification web
page was modified by the malicious software. In one exem-
plary aspect, the verification web page is checked with the use
of special databases 250, with the help of which it is possible
to detect malicious software injection code.

In another exemplary aspect, the verification web page
may be analyzed by a security expert 245. In yet another
exemplary aspect, a protected environment, emulator or vir-
tual machine 260 is used for analysis of the behavior of the
code injected into the verification web page. In one exemplary
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aspect, the URL code which was added to the modified frag-
ment is analyzed, and links to phishing resources are identi-
fied. If detected, a conclusion is drawn as to the presence of
malicious software on the computer that was used to open the
template page by the verification web page processing mod-
ule 220.

FIG. 4 illustrates an example of a general-purpose com-
puter system (which may be a personal computer or a server)
on which the disclosed systems and method can be imple-
mented according to an example aspect. As shown, the com-
puter system includes a central processing unit 21, a system
memory 22 and a system bus 23 connecting the various sys-
tem components, including the memory associated with the
central processing unit 21. The system bus 23 is realized like
any bus structure known from the prior art, containing in turn
a bus memory or bus memory controller, a peripheral bus and
a local bus, which is able to interact with any other bus
architecture. The system memory includes permanent
memory (ROM) 24 and random-access memory (RAM) 25.
The basic input/output system (BIOS) 26 includes the basic
procedures ensuring the transfer of information between ele-
ments of the personal computer 20, such as those at the time
of'loading the operating system with the use of the ROM 24.

The personal computer 20, in turn, includes a hard disk 27
for reading and writing of data, a magnetic disk drive 28 for
reading and writing on removable magnetic disks 29 and an
optical drive 30 for reading and writing on removable optical
disks 31, such as CD-ROM, DVD-ROM and other optical
information media. The hard disk 27, the magnetic disk drive
28, and the optical drive 30 are connected to the system bus 23
across the hard disk interface 32, the magnetic disk interface
33 and the optical drive interface 34, respectively. The drives
and the corresponding computer information media are
power-independent modules for storage of computer instruc-
tions, data structures, program modules and other data of the
personal computer 20.

The present disclosure provides the implementation of a
system that uses a hard disk 27, a removable magnetic disk 29
and a removable optical disk 31, but it should be understood
that it is possible to employ other types of computer informa-
tion media 56 which are able to store data in a form readable
by a computer (solid state drives, flash memory cards, digital
disks, random-access memory (RAM) and so on), which are
connected to the system bus 23 via the controller 55.

The computer 20 has a file system 36, where the recorded
operating system 35 is kept, and also additional program
applications 37, other program modules 38 and program data
39. The user is able to enter commands and information into
the personal computer 20 by using input devices (keyboard
40, mouse 42). Other input devices (not shown) can be used:
microphone, joystick, game controller, scanner, and so on.
Such input devices usually plug into the computer system 20
through a serial port 46, which in turn is connected to the
system bus, but they can be connected in other ways, for
example, with the aid of a parallel port, a game port or a
universal serial bus (USB). A monitor 47 or other type of
display device is also connected to the system bus 23 across
an interface, such as a video adapter 48. In addition to the
monitor 47, the personal computer can be equipped with other
peripheral output devices (not shown), such as loudspeakers,
a printer, and so on.

The personal computer 20 is able to operate in a network
environment, using a network connection to one or more
remote computers 49. The remote computer (or computers)
49 are also personal computers or servers having the majority
or all of the aforementioned elements in describing the nature
of'a personal computer 20, as shown in FIG. 3. Other devices



US 9,407,658 B1

9

can also be present in the computer network, such as routers,
network stations, peer devices or other network nodes.

Network connections can form a local-area computer net-
work (LAN) 50 and a wide-area computer network (WAN).
Such networks are used in corporate computer networks and
internal company networks, and they generally have access to
the Internet. In LAN or WAN networks, the personal com-
puter 20 is connected to the local-area network 50 across a
network adapter or network interface 51. When networks are
used, the personal computer 20 can employ a modem 54 or
other modules for providing communications with a wide-
area computer network such as the Internet. The modem 54,
which is an internal or external device, is connected to the
system bus 23 by a serial port 46. It should be noted that the
network connections are only examples and need not depict
the exact configuration of the network, i.e., in reality there are
other ways of establishing a connection of one computer to
another by technical communication modules.

In various aspects, the systems and methods described
herein may be implemented in hardware, software, firmware,
or any combination thereof. If implemented in software, the
methods may be stored as one or more instructions or code on
a non-transitory computer-readable medium. Computer-
readable medium includes data storage. By way of example,
and not limitation, such computer-readable medium can com-
prise RAM, ROM, EEPROM, CD-ROM, Flash memory or
other types of electric, magnetic, or optical storage medium,
or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures
and that can be accessed by a processor of a general purpose
computer.

In various aspects, the systems and methods described in
the present disclosure can be addressed in terms of modules.
The term “module” as used herein refers to a real-world
device, component, or arrangement of components imple-
mented using hardware, such as by an application specific
integrated circuit (ASIC) or field-programmable gate array
(FPGA), for example, or as a combination of hardware and
software, such as by a microprocessor system and a set of
instructions to implement the module’s functionality, which
(while being executed) transform the microprocessor system
into a special-purpose device. A module can also be imple-
mented as a combination of the two, with certain functions
facilitated by hardware alone, and other functions facilitated
by a combination of hardware and software. In certain imple-
mentations, at least a portion, and in some cases, all, of a
module can be executed on the processor of a general purpose
computer (such as the one described in greater detail in FIG.
6 above). Accordingly, each module can be realized in a
variety of suitable configurations, and should not be limited to
any particular implementation exemplified herein.

In the interest of clarity, not all of the routine features of the
aspects are disclosed herein. It would be appreciated that in
the development of any actual implementation of the present
disclosure, numerous implementation-specific decisions
must be made in order to achieve the developer’s specific
goals, and these specific goals will vary for different imple-
mentations and different developers. It is understood that
such a development effort might be complex and time-con-
suming, but would nevertheless be a routine undertaking of
engineering for those of ordinary skill in the art, having the
benefit of this disclosure.

Furthermore, it is to be understood that the phraseology or
terminology used herein is for the purpose of description and
not of restriction, such that the terminology or phraseology of
the present specification is to be interpreted by the skilled in
the art in light of the teachings and guidance presented herein,
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in combination with the knowledge of the skilled in the rel-
evant art(s). Moreover, it is not intended for any term in the
specification or claims to be ascribed an uncommon or special
meaning unless explicitly set forth as such.

The various aspects disclosed herein encompass present
and future known equivalents to the known modules referred
to herein by way of illustration. Moreover, while aspects and
applications have been shown and described, it would be
apparent to those skilled in the art having the benefit of this
disclosure that many more modifications than mentioned
above are possible without departing from the inventive con-
cepts disclosed herein.

The invention claimed is:

1. A method for determining modified web pages, the
method comprising:

extracting, by a hardware processor, a plurality of malware

trigger code fragments from at least one configuration
file of a malicious software;

creating, by the hardware processor, a verification web

page by adding the plurality of malware trigger code
fragments into a template page;

storing, in a database, data relating to an initial state of the

verification web page;
opening the verification web page and identifying data
relating to an opened state of the verification web page;

comparing, by the hardware processor, the data relating to
the initial state and the data relating to the opened state of
the verification web page; and

based on detected differences between the data relating to

the initial state and the data relating to the opened state of
the verification web page, identifying at least one modi-
fied code fragment of the verification web page.

2. The method of claim 1, wherein the opening of the
verification web page comprises opening the verification web
page by a web browser.

3. The method of claim 1, wherein the creating of the
verification web page comprises creating the verification web
page according to at least one or more of a limit on a maxi-
mum number of pages, a limit on a maximum size of all pages
together, a limit on a maximum size of one page, and a limit
on a length of a URL comprising not more than 1500 char-
acters.

4. The method of claim 1, further comprising storing the at
least one configuration file of the malicious software in data-
base of malicious software configuration files.

5. The method of claim 4, further comprising selecting, by
the hardware processor, the at least one configuration file for
the creating of the verification web page according to a plu-
rality of criteria.

6. The method of claim 5, wherein the plurality of criteria
include atime interval and a frequency of injection code in the
at least one configuration file.

7. The method of claim 4, further comprising selecting the
plurality of code fragments for the creating of the verification
web page by selecting N fragments from the at least one
configuration file of the malicious software with most popular
injection codes, wherein the number N is determined accord-
ing to limits on the size of the verification web page.

8. The method of claim 1, further comprising executing, by
a virtual machine, code in the at least one modified code
fragment to analyze behavior of the malicious software.

9. The method of claim 1, further comprising:

analyzing, by the hardware processor, a URL code in the at

least one modified code fragment of the verification web
page; and

identifying, by the hardware processor, at least one link to

a phishing resource.
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10. A system for determining modified web pages, the
system comprising:

at least one database configured to store at least one con-

figuration file of a malicious software; and

a hardware processor configured to:

extract a plurality of malware trigger code fragments
from at least one configuration file of the malicious
software,

create a verification web page by adding the plurality of
malware trigger code fragments into a template page,

store, in the at least one database, data relating to an
initial state of the verification web page,

open the verification web page and identify data relating
to an opened state of the verification web page,

compare the data relating to the initial state and the data
relating to the opened state of the verification web
page, and

based on detected differences between the data relating
to the initial state and the data relating to the opened
state of the verification web page, identify at least one
modified code fragment of the verification web page.

11. The system of claim 10, wherein the hardware proces-
sor is further configured to open the verification web page in
a web browser.

12. The system of claim 10, wherein the hardware proces-
sor is further configured to create of the verification web page
according to at least one or more of a limit on a maximum
number of pages, a limit on a maximum size of all pages
together, a limit on a maximum size of one page, and a limit
on a length of a URL comprising not more than 1500 char-
acters.

13. The system of claim 10, wherein the at least one data-
base is further configured to store the at least one configura-
tion file of the malicious software.

14. The system of claim 13, wherein the hardware proces-
sor is further configured to select the at least one configuration
file for the creating of the verification web page according to
a plurality of criteria.

15. The system of claim 14, wherein the plurality of criteria
include a time interval and a frequency of injection code in the
at least one configuration file.
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16. The system of claim 13, wherein the hardware proces-
sor is further configured to the plurality of code fragments for
the creating of the verification web page by selecting N frag-
ments from the at least one configuration file of the malicious
software with most popular injection codes, wherein the num-
ber N is determined according to limits on the size of the
verification web page.

17. The system of claim 10, wherein the hardware proces-
sor is further configured to run a virtual machine to execute
code in the at least one modified code fragment to analyze
behavior of the malicious software.

18. The system of claim 1, wherein the hardware processor
is further configured to:

analyze a URL code in the at least one modified code

fragment of the verification web page; and

identify at least one link to a phishing resource.

19. A non-transitory computer readable medium storing
computer executable instructions for determining modified
web pages, including instructions for:

extracting a plurality of malware trigger code fragments

from at least one configuration file of a malicious soft-
ware;

creating a verification web page by adding the plurality of

malware trigger code fragments into a template page;
storing, in a database, data relating to an initial state of the
verification web page;
opening the verification web page and identifying data
relating to an opened state of the verification web page;

comparing the data relating to the initial state and the data
relating to the opened state of the verification web page;
and

based on detected differences between the data relating to

the initial state and the data relating to the opened state of
the verification web page, identifying at least one modi-
fied code fragment of the verification web page.

20. The non-transitory computer readable medium of claim
19, wherein the opening of the verification web page com-
prises opening the verification web page by a web browser.

#* #* #* #* #*



